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1. POLICY

11

1.2

1.3

It is the purpose of this policy to establish guidelines for the release of accurate
and timely information of concern to clients; judges; attorneys; co-workers; city,
county, and state agency personnel; and the public, which balances the right to
know and an individual's right to privacy.

1.1.1 Right to Know: No person shall be deprived of the right to examine
documents or to observe the deliberations of all public bodies or agencies
of state government and its subdivisions, except in cases in which the
demand of individual privacy clearly exceeds the merits of public
disclosure. (Article 11, section 9 of the Montana Constitution)

1.1.2 Right to Privacy: The right of individual privacy is essential to the well-
being of a free society and shall not be infringed without the showing of a
compelling state interest. (Article Il, section 10 of the Montana
Constitution)

Employees must be careful not to disseminate confidential information.
Employees are to refer questions relating to a specific client and/or case to the
attorney representing the client. Release of information relating to employees is
to be referred to the supervisor or the Human Resource Officer.

All Office of the State Public Defender (OPD) employees are required to
acknowledge that they understand and will adhere to this policy by signing the
Confidentiality Agreement (Attachment A).

2. DEFINITIONS

2.1

2.2

“Public Information” is defined as information that is not designated as
confidential by State or Federal law.

“Confidential Information” includes verbal, written or computerized information
and may include, but is not limited to, client records, notes of discussions with
clients, attorney-client privileged information, medical records, case strategy,
addresses, social security numbers, birth dates, financial information, billing
statements, personnel records, verbal conversations concerning clients or co-
workers where confidential information is discussed. Confidential information
does not include information authorized to be disclosed by attorneys, or
employees disclosing information based on the direction of an attorney, in
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2.3

compliance with the Montana Rules of Professional Conduct.

“Employee” is defined as a volunteer, temporary, short term, student intern or
permanent employee of the state.

3. PROCEDURES

3.1

3.2

3.3

General

Employees may be asked to respond to information requests from clients; judges;
attorneys; co-workers; city, county and state agency personnel; or the public.
Requests received, processed and maintained by the Office of the State Public
Defender must be treated as confidential. OPD clients and employees are
entitled to a high degree of confidence that information furnished to the agency is
protected against unauthorized use, inspection or disclosure. Thus, employees
handling confidential or sensitive information must always exercise caution.

Information which is of public record is to be disseminated in a timely and polite
manner. Questions are to be referred to your supervisor.

Confidential information requests must be referred to the supervisor or to the
attorney familiar with the specific client or case.

Client Information

Employees can not disclose confidential information regarding clients to anyone
except the client, unless the client has completed a signed Release, the Release
is on file with the Office of the State Public Defender, and the employee has
obtained approval from either the supervisor or the client’'s assigned attorney.
This includes, but is not limited to, family members, current or former spouses,
significant others, individuals claiming to have power of attorney, and friends.

Employees other than attorneys shall not provide the public or any individual with
legal advice.

Employees, except for attorneys or employees acting at the direction of an
attorney, shall refrain from making public comment when asked about specific
clients or cases, pursuant to the Montana Rules of Professional Conduct.

Employee Information

3.3.1 CONFIDENTIAL EMPLOYEE INFORMATION
Information requested by other State agencies, State employees, co-
workers or the general public concerning issues relating to an employee
(including, but not limited to, information relating to payroll, benefit
payments, recruitment and selection, performance appraisal, disciplinary
action, grievances, reduction in work force, disabled person's employment
preference, veteran’s employment preference, or medical information)
must be treated as confidential information which may require
authorization from the employee, a constitutionally valid legal order, or
specific statutory authority to release the information. Questions regarding
these requests are to be referred to the Human Resource Officer prior to
the release of any information.
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3.4

3.5

3.3.2

3.3.3

Media

PUBLIC EMPLOYEE INFORMATION

An employee's position title, dates and duration of employment, salary,
and claims for vacation, holiday or sick leave pay are public information
and must be released on request. The Office of the State Public Defender
may require that the request be in writing but may not require justification
for the request.

REFERENCE CHECKS

Employees or supervisors contacted by other employers regarding current
or former employee references are to refer the inquiry to the Human
Resource Officer.

Employees contacted by the media regarding issues specific to a client or case
are to refer the inquiry to the supervisor or the attorney handling the case.

Questions regarding policy issues are to be forwarded to the Managing Attorney,
the Regional Deputy Public Defender, or to the Chief Public Defender prior to
responding to the request.

All contacts with the media are to be reported to the Chief Public Defender or
the Administrative Director in the Central Office (496-6080).

Legislative Activities

3.5.1

3.5.2

REQUESTS FROM LEGISLATORS

To help ensure that requests from legislators or legislative staff are
fulfilled promptly, thoroughly and accurately, an employee receiving a
request from a legislator or legislative staff must notify their immediate
supervisor as soon as possible. Supervisors must notify the Central
Office of all such requests as soon as possible. It may be necessary for
the Central Office to contact the Governor’s office for policy guidance
before responding to a request.

LOBBYING

Employees who are not registered as lobbyists are not to attend
committee hearings or floor sessions on State time unless requested or
approved by the Chief Public Defender.

An employee who lobbies on his or her own behalf during regular working
hours must take annual leave, compensatory time or leave without pay to
do so. An employee involved in personal lobbying or attending hearings
who identifies him or herself as a state employee must state that they are
not representing the agency and that they are on approved leave. An
employee lobbying on their own behalf may not release information
obtained as an employee of the Office of the State Public Defender.

A bargaining unit employee who attends committee hearings or floor
sessions at the request of the union must notify the Chief Public Defender
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that they will be in attendance. An employee who attends on behalf of the
union during regular working hours must take annual leave, compensatory
time or leave without pay to do so. An employee involved in lobbying or
attending hearings who identifies him or herself as a state employee must
state that they are not representing the agency and that they are on
approved leave.

3.6 Requests Related to Electronic Information
Employees are liable for any misuse of information obtained using their computer
user ID (CM number) or password. Passwords are confidential and are not to be
shared with anyone, including IT staff.

3.7 Regional and Local Offices
Procedures for individual Regional or Public Defender Offices may exist to define
specific guidelines for requests for information. This policy does not change those
procedures, but is meant to cover areas that do not have more specific
procedures.

CROSS-REFERENCE GUIDE

The following laws, rules or policies may contain provisions that might pertain to a
decision relating to public information. The list should not be considered exhaustive;
other policies may apply.

4.1 State Laws
Montana Constitution Article Il, Sections 8, 9, and 10.
Montana Criminal Justice Information Act, MCA 44-5-101 to 311

4.2  State Policies (Montana Operations Manual)
MOM 3-0165 Recruitment & Selection
MOM 3-0110 Employee Record Keeping

CLOSING
This policy shall be followed unless it conflicts with negotiated labor contracts or specific
statutes, which shall take precedence to the extent applicable

Questions regarding this policy can be directed to your supervisor or the Human
Resource Officer at:

Office of the State Public Defender
Administrative Service Division

44 \West Park

Butte, MT 59701

Phone (406) 496-6091
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http://data.opi.state.mt.us/bills/mca_toc/const_II_.htm�
http://data.opi.state.mt.us/bills/mca_toc/44_5.htm�
http://hr.mt.gov/HRServices/Policies/MOM/3-0165.doc�
http://hr.mt.gov/HRServices/Policies/MOM/3-0110.doc�

ATTACHMENT A
Confidentiality Agreement

As an employee of the Office of the State Public Defender (OPD) you may have access to confidential
information regarding clients and co-workers. It is critical for OPD employees to maintain confidentiality at all
times. Confidential information regarding clients and co-workers includes, but is not limited to, written or
computerized client records, notes of discussions with clients, attorney-client privileged information, medical
records, case strategy, addresses, social security numbers, birth dates, financial information, billing statements,
personnel records, or verbal conversations concerning clients or co-workers where confidential information is
discussed.

The Office of the State Public Defender is committed to complying with the Constitution of the State of Montana,
specifically Article I, Section 8, Right of Participation; Article I, Section 9, Right to Know; Article II, Section 10,
Right of Privacy; Montana Criminal Justice Information Act, MCA 44-5-101 to 311; Health Insurance Portability
and Accountability Act (HIPAA), Rules of Professional Conduct, and other State and Federal laws protecting
clients’ or co-workers’ privacy.

Violation of the provisions of State and/or Federal Law can result in civil and/or criminal penalties as well as
disciplinary action up to and including termination of employment.

Guidelines for maintaining confidentiality:
1. Access only those records you need to perform your duties or as authorized by your supervisor.

2. Do notshare or discuss confidential information you access or become aware of regarding clients
or co-workers, except for work-related reasons and with the appropriate individuals.

3. Do not repeat conversations regarding clients or co-workers to anyone, whether internal or
external to the Office of the State Public Defender, except for work-related reasons.

4. Do not provide any confidential information to the general public when asked about specific clients
or cases.

5. Provide confidential information only to those persons who are authorized to receive it.

6. If you have questions about whether specific information is public or private, contact your
supervisor, the attorney assigned to a case, or the Human Resource Officer (496-6091).

Acknowledgement:
| understand that if | am volunteer, temporary, short term or student intern worker in the Office of the State
Public Defender | am bound by the same laws on confidentiality as if | were a permanent employee.

My signature indicates that | have read and understand the Office of the State Public Defender employee
guidelines regarding confidentiality, and | agree to abide by these guidelines. | understand that unauthorized
use or disclosure of confidential information concerning clients, or personal information regarding co-workers, to
any unauthorized person internal or external to the Office of the State Public Defender, violates confidentiality
and or legal ethics. | also understand the penalties for non-compliance.

Printed Employee name Date

This form must be signed and returned to:
Office of the State Public Defender, Human Resource Office
44 West Park
Butte, MT 59701
(406) 496-6091
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